DIGITAL SKILLS

SMARTPHONES: SESSION 3

Using_the Internet

What is the internet?

« The internet holds a lot of information and resources
What can we use the internet for?

« See the weather

« Find movie times

- Find an answer for any question

« And more!
How do we search the internet?

- Search Engines: A tool on the internet that can be used to find

out information
- What are some examples of internet search engines?

Google |» Bing YAHOO!

Skill-Building: Using Web Browsers

1. Tap Chrome or Safari to open them
a. Chrome and Safari are web browsers
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Skill-Building: Using Web Browsers (Continued)

Goog

Search or type URL

Search /
Search Bar

QAo

Sirl Suggestions

Rockit Rody - Wikipadia
wikipecia o0y
Q -

Chrome

Goog

Search or type URL

Tabs

Click here to see
all of the tabs /
web pages you

Siri Sugpestions

have open! - T —

e oy

Tabs
Each tab shows what
is on that page / tab.
When you click on a
tab / have it open, it
will take up the
whole screen




Skill-Building: Using Web Browsers (Continued)
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Skill-Building: Using Web Browsers (Continued)
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Skill-Building: Using_Internet Search Engines

1.Tap Chrome or Safari

2. Tap the search bar and type in your search

Search or type URL 4 @C}

L Searcn or enter wepsite name

3. Press “Go” to see results of your search

- If you tap Images, you can see pictures of what you searched
o Example:

Q, Center Club Boston

All laps New:

Center Club

How to Bookmark

centerclubboston.org

1. Click the

Share Button CENTER
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How to Bookmark (Continued)
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Staying Safe on the Internet
What is Internet Safety?

. . . 9 o 9
- The internet is a public place <SS —
o You never know who may see your posts v 0‘71 Z
o Be careful about what you put on the © u \1 e
internet =
- The internet makes it easier for people to " =S 3
L T}

reach each other
o But it also makes scamming easier
- Keep important information protected
o Your address
o Credit/Debit Card numbers
o Social Security number

Password Safety

Why is password safety important?
- On some websites you make an account where
information is stored
- A password is the key to accessing your
accounts and it protects your private information

A safe password includes...
- Length: At least 7-10 characters
o Letters: a,b,cd ...z
« Numbers: 1,2,3,4 ...
- Special Characters: ~'! @#$%"&*()-_+={}[]|\;:"<>,./?




Password Safety (Continued)
Password Tracker

WEBSITE: = NAME OF WEBSITE OR ACCOUNT (EXAMPLE: EMAIL)

USERNAME: > NAME FOR AN ACCOUNT OR WEBSITE (CAN BE YOUR EMAIL)

PASSWORD: - PASSWORD

NOTES:  ANY DETAILS TO HELP YOU REMEMBER THINGS ABOUT THE

PASSWORD
- NOTES ABOUT THE WEBSITE’S LOCATION / USE OR PASSWORD
- WHATEVER YOU WANT!

Example:

WEBSITE: GMAIL

USERNAME: JohnDoe456@gmail.com

PASSWORD: RainyDayz@789

NOTES:
- This login can be used for any account on google

Staying Safe on the Internet: Avoiding Scams
What is a scam?
- A scam is an attempt to steal your personal information
o (such as passwords, credit card information, social security
number, home address, etc...)
o This can be in the form of a fake email, text or call

What are the signs that a message or email may
be a scam or phishing attempt?
- An unusual sender (or scammer)
o Someone you don’t know
o Claims to be a business or organization

= Example: the email is @amazom.com instead
of @amazon.com

¥
a




Staying_Safe on the Internet: Avoiding Scams (Continued)

What are the signs that a message or email may
be a scam or phishing attempt?
« Suspicious content
o Offers something that is too good to be true
o Creates a sense of urgency
o Spelling or grammar mistakes
o Asks for private information
- Risky content
o Contains attachments, which may install viruses &
malware on to your device
o Contains a hyperlink or a link designed to look like

a common website co

= Example: amazom.com/SJU436DKEFfskjg438

Example Scam Text Messages
- Red Flags
o Suspicious links
o Urgency
o Prize / good offer
o Using well known organizations (Amazon, USPS, etc.)

You have $150 in cash value from Your refund is added directly to your
Amazon expiring in 3 days. now account. View balance below
au16v.com/vkNNMhiGxg dhtzn.me/EGWOGR4tBD

USPS: the scheduled delivery for Attention! Your data has been

the package 1216414 has been compromised. Required restoration
changed. Pl nfirm here: ASAP xz10g.com/7ZvgZtagZh

w8fmv.info/wuABrGs4nE




Staying_Safe on the Internet: Avoiding Scams (Continued)

Scam Phone Calls
 Similar in content to scam emails and messages
- Don’t pick up a call from a number you don’t |
recognize - if it's important, they will leave a voicemail
o If you do pick up, and it sounds suspicious - hang
up immediately!

Tricky Emails / Messages

If you are ever unsure if an email or message is real:
« Avoid clicking on anything in the email
« Search for the official website on Google and log into your account
- See if there are any alerts on your account

Reliable Health Resources

« Websites that end in .gov
o www.cdc.gov
= Center for Disease Control and Prevention
o www.nih.gov
= National Institute of Health

What are the signs that a message may

be a scam?

Sent from a public email Contains too many
>V< s_uc:h as Gm_ail, Yahoo, or grammatical or
Live, but claims to be from spelling errors
a business or well known
organization

. ') Sent from a contact but §0megne asks for
* does not match how they financial help (e.g.
. normally talk to you so they can pay
debts or visit you)

Claims to be from a Includes a link to a

financial institution or a well > website or an

@ known entity and requests c attachment you are

your personal information unsure about

O
(o

i

Gets your name
wrong (e.g. refers
to you as “my
dear”)

Says you have
inherited money or
possessions from

someone you’ve
never heard of

Says you need to
claim money or
prizes



